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CISA 101

& Mission Vision
© We lead the National effort to understand, manage, and A secure and resilient critical infrastructure for the
reduce risk to our cyber and physical infrastructure. American people.
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Joint Cyber Defense Collaborative

KEY JCDC CAPABILITIES PARTNER WITH US FOR
Comprehensive, whole-of-nation planning A MIORE SECURE FUTURE

to address risk both during steady-state Collaborate with the JCDC to-

operations and during an incident.

Common situational awareness and
analysis to equip public and private partners
to take risk-informed coordinated action.

Integrated cyber defense capabilities to
V)
protect the nation’s critical infrastructure.

@ Flexibility in planning and collaboration to
meet the cyber defense needs of the public
and private sectors.

6/ Institutionalized exercises and assessments
to continuously measure the effectiveness of
cyber defense planning and capabilities.

6/ Work closely with the Sector Risk
Management Agencies (SRMAs) to bring
their unique subject matter expertise to
tailored plans to address sector risk.

ciri.illinois.edu

Identify unique public and
private sector planning
requirements and capabilities
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JOINT CYBER DEFENSE
COLLABORATIVE

Implement effective
mechanisms for coordination

Establish a set of shared risk
priorities to inform a joint
planning agenda

Develop coordinated cyber
defense plans

Support joint exercises and
assessments to measure the
effectiveness of cyber defense
operations
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26638 Fedurul Register /Vol. 86 No. 50/ Moaday, May 17, 2021/ Presidhmtial Documents

Titke 3
The President

The guidolines shall inchede ariterin that ces be used o evaluate software
smarity. irchsde crituria to evabusty the scusity pewctices of the develogurs
and suppdiees themselves, and [deatify innovative tools or methods m?u

onstrate conformanos with sure peacticie.
(<) Within 180 duya of the datw of this order, the Disector of NIST shall
blish prelisninury guidelioes, bused on the comsultstions describud in
subsactions (b) of this scticns wad dnoving o wxixting documents ss pric-
ticubide, for enbuncing sc@ware supply chain sscusity and meelisg lve require-

Executive Order 14028 of May 12 2021

Improving the Nation's Cybersocurity

By the authieily veded in me as President by the Comitution snd (e

luws of the United Stutix of Amer it is hereby urdered s follows: munts of thais section.

Suctios 1. Policy. The Usited Stutes faves peesintent and incrensingly sophisti- (dl Within 360 days of the date of this order, the Director of NN shall

cated malicious cyber campatgns that thresten the public sector. the private publish additional guidelines thet indude procedures for peri oW
and wpdating of the guidelines described In subsection (c) of this section

suctur, and whtinuely ths Amaricen people’s security and privacy

: (e} Within 90 days of pubk of the pursnant
subsaction (o] of this ssctiom, ma Secrotary of Commeros lrmu through
ring sny maje cyber the Directar of NIST, In oossltation with 12 heads of such agencies as
the Director of NIST deems approgirtate, shall issue mldlmr Ideatifying
peoctices that enhance the security of the software supply caie Such guld-
ance may Incoeporate the gaidelizes published pursuant to subsections (o)
and (1) of this sectlon S uzﬁi suldance shall laclude . procecures,

meat must also ourefal
incidem and apply lessons Jessued. But ul-m-um' requine more than
goverument action. Protecting our Nation from malicious oyber actoes v-q,.m
the Federal Governmest to partaer with the peivase ssctor, The priv
sector mvust adapt 10 the continuously dhanging threst eovicoament, e

Its products ace built and operate securely, and partner with the Fedeml or criterss regarding
Gowrnment %0 fostur & moeo securs cybesspace. [n the snd, the trust we (4] secure :uumun development environments, including such actloss as:
e digital should be preg 110 how 1A usi 1o build
et Ul infrstructin is, und 1o the cossequiscis we will Gz 3 e
imecur if that trust & misploced, 18) auditing trust relatiomships:
() establishing multi-faciee, risk-Sased wathy and litional

Ipcremental Impeovements will not give us the seoarty we neod; Lnstead,
be Fedural Govvrnment needs 1o make bold chargs and significiet invess-
musts in cedur to debend the vital instibutions that undargin the Amserican

oenss across the eserprise;
(D) docunsenting and minimizing dependencies on mtepise prod

way uf Lifi The Federal Govwrnmant snust beisy (o besr the full smpe that are gart of the envisonments used to develop, bulld, and edit softw
of | IO T OIS - WA= TG - - :
wh

a recurring basis;

product directly or by publishing it on a public website;

Go
amdrm
peoviders
-y
Systnms Y plalion of thew wise,
e abuicng af s hn]m’.;'.u.um u_k-mmm . with .x.-:..m-dup.r:‘uum. seensand and miligated;
and agencies (mgencies) that are respomsible for investigating or remedia i) " ‘sccurata sl dats, (., arigin)
ok Backicabe, Suieh do 1N Cyiainorielty whdl Dbkt tests Rriiziy Aguiiey Ll soltwam cudv oF mposants, wnd u.mlmh- un iternal and Llunl-,ﬁ'ly

:; lII. I"h" |:.,x7_»l llulmlu Iﬂln;‘:um.;u-: ‘{HJI\ nn;l -)ﬂhr]r I..x.-mx - soltwes compondats, toak, aad survices prassest fn ltwar devalopiest
w Liteligence Lommentty (R4, Semoviag (hese coniractns) bastisn perfurming audits_and unfurcmment of thess cantrols an

(vii) providing a purchaser a Software Bill of Materials (SBOM) for each

Imcreasing the shericg of information mbo ch threats. | eats, and
risks w0 necessary steps 10 scoelecating Incldeat deterremoe. preveation,
and response -mm and to enobling mooee elfective defease of agencles’
aysten azd uf callacted. pe . and sainmd by ce foc
tha Fadaral Covernment.

vid) urchaser & Saft Bill l\l*dh for mch
8 e s e S e o

n. in v‘hmbdlly disclosure geogram that includes

(ix) attunting %0 conformity with secure sofiwara devlopmunt praction;
and
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— ® Notice Bl

Public Listening Sessions on Advancing SBOM Technology,
Processes, and Practices

A Notice by the Homeland Security Department on 06/01/2022 \‘ v

AGENCY: Printed version:

PDF

Cybersecurity and Infrastructure Security Agency, DHS.
Publication Date:

o
06/01/2022
ACTION:
ﬁ Agency:
Announcement of public listening sessions. Department of Homeland
Security
= !

SUMMARY: Beiss

Two listening sessions will be

= The Cybersecurity and Infrastructure Security Agency will facilitate a series of held for each open topic

& public listening sessions to build on existing community-led work around Specified in Section I of the
SUPPLEMENTARY

D Software Bill of Materials (“SBOM”) on specific SBOM topics. INFORMATION caption as
follows:
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Risk and Resilience

« Connections by technologies that enable critical communications and capabilities to send and receive data (e.g., internet
connectivity),

« Distribution methods that allow the movement of goods, people, and utilities inside and outside the United States (e.g.,
electricity distribution or cargo transportation),

» Management processes that ensure our national security and public health and safety (e.g., management of hazardous
material or national emergencies), and

+ Supplies of materials, goods and services that secure our economy (e.g., clean water, housing, and research and
development).
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Importance of R&D relationships
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=
Information Sharing Election Security Ransomware Securing Federal Networks Chemical Facilities Active Shooter Prep
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COVID-19 Emergency Comms Partnerships Tips & Alerts Hometown Security Risk Assessments Federal Facilities

ey @=3m F W

State / Local Support Infrastructure Facilities Cyber Hygiene Technical Assistance Regional Support School Safety
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- CISA is here to help
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For more information:
WWwWWw.cisa.gov
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