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Cyberattacks have become a common tool for adversaries to disrupt
critical energy infrastructure. The entities behind cyberattacks more
frequently aim to disrupt critical infrastructure affecting day-to-day life. Our
team’s challenge is the investigate and discover security vulnerabilities

found 1n Smart Electric Meters, a critical component for the Smart Power
Grid.

Background

 ——
Smart Grid 1s the name of an electrical power grid that utilizes devices

that can communicate in more than one direction between the utility provider
and the customers. A key device to a Smart Grid network 1s the Smart
Electric Power Meter because of their Advanced Metering Infrastructure
(AMI) capabilities. Research has shown that when these Smart Meters are
faced with networking attacks, the data utility companies use to bill
customers can show incorrect data that cause financial loss. This project
focuses on security attacks that can compromise operation of Smart Grid and
integrity of power data being reported to utility companies.

Approach / Methodology

A physical network using a switch, a router, and wireless access point
was constructed to send data from the electric power meter to a monitoring
station on that network as seen in Figure 1. Internet Control Message
Protocol (ICMP) pings and Transmission Control Protocol (TCP)
synchronization messages are used to attack the Smart Meters on the AMI
network and investigate the adverse impact caused by these attacks, as
reported in Figures 2-4.
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Figure 2. Hours of Operation before Connection Loss
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Figure 5. Register Access Without Authentication
Figure 4. Data Loss in Ongoing Attack on the Monitoring Station

___ Atack | Type | Effect | Severity

Ping Resource Exhaustion Availability Disturbs Operations
TCP/SYN Resource Exhaustion Availability Disturbs Operations
Modbus Protocol Protocol Exploit Integrity Data Alteration

Wi-Fi De-authentication Protocol Exploit Availability Disturbs Operations

Table 1. Possible Vulnerabilities and their Severity

Impact

e ———
« Common security attacks can disrupt Smart Electric Meters and their operation
 Attacks are found to stop the operation of Smart Electric Meters completely
« Power data integrity can be affected
« Meter data can be accessed without authentication by attackers

Conclusions

Our investigation shows that Smart Electric meters can be overwhelmed even
by low bandwidth attacks. Our investigation shows that the Smart Electric
Meters were compromised by denial-of-service attacks and protocol exploits.
Internal software configuration on the meters of protocols used to communicate
also poses a major risk 1f improperly configured. While the de-authentication
attack targets wireless access points and devices on them; the good-faith nature
of the Modbus protocol allows anyone on the network to possibly read and write
to memory on the meters without authentication.

The significance of this work 1s that 1t has helped us discover serious security
vulnerabilities 1n critical energy infrastructure. Furthermore, our study has
provided us basis for further investigation and analysis related to security
vulnerabilities in modern Electric Smart Grid infrastructure.
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