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History 

•  PhD thesis project by Sankalp Singh, started in 2006
–  Automatic Verification of Security Policy Implementations, 2012 

•  Graduated TCIPG project, tech transfer grant from DHS in 2012

•  Network Perception startup launched in 2014 at UIUC incubator
–  Co-founded by Mouna Bamba, Robin Berthier, David Nicol, Edmond Rogers, Bill Sanders

APT NetAPT NP-View



Motivation: Critical Infrastructure Protection 
•  Process control networks are increasingly connected to other networks in 

enterprise systems

•  Accesses controlled by configuring potentially many firewalls



Motivation: Critical Infrastructure Protection 
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Policy rules:
Direct traffic between Corporate and Control 
networks should be prevented
All outbound traffic should end in DMZ



Motivation: Critical Infrastructure Protection 

•  NERC CIP standards regulations introduced to reduce risks of cyber attacks

http://www.nerc.com/filez/enforcement/Public_FinalFiled_NOP_NOC-1448.pdf



Firewall Audit Process 

•  Complex set of rules and parameters stored in configuration files

ASA Version 9.0
hostname TEST_FIREWALL

!!!!!!!!!!!!!!!!!!!!!!!!!!!!
! DEFINITION OF INTERFACES !
!!!!!!!!!!!!!!!!!!!!!!!!!!!!

interface Ethernet0/1
 speed 100
 duplex full
 nameif corporate
 security-level 100
 ip address 172.30.0.1 
255.255.255.0 
!
interface Ethernet0/2
 speed 100
 duplex full
 nameif scada
 security-level 15
 ip address 10.0.0.1 
255.255.255.0
!
interface Ethernet0/3
 speed 100
 duplex full

 nameif remote
 security-level 15
 ip address 192.168.0.1 
255.255.255.0 
!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
! DEFINITION OF OBJECT GROUP !
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

object-group network GROUP1
 network-object host 172.30.0.2
!

object-group network GROUP2
 network-object host 10.0.0.2
 network-object host 10.0.0.3
 network-object host 10.0.0.4
 network-object host 10.0.0.5
 network-object host 10.0.0.6
!

object-group network GROUP3
 network-object host 
192.168.0.2
 network-object host 

192.168.0.3
 network-object host 
192.168.0.4
!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
! DEFINITION OF ACCESS RULES !
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

access-list FromCorporate 
extended deny tcp object-group 
GROUP1 10.0.0.0 255.0.0.0 eq 
www
access-list FromCorporate 
extended permit tcp object-
group GROUP1 any eq www 
inactive
access-list FromCorporate 
extended permit tcp object-
group GROUP1 any eq ftp
access-list 124 permit udp 
10.0.0.1 255.255.255.255 
10.0.1.1 255.255.255.255 range 
135 netbios-ss

!!!!!!!!!!!!!!!!!!!!
! BINDING OF RULES !
!!!!!!!!!!!!!!!!!!!!

access-group FromCorporate in 
interface corporate



Firewall Audit Process (cont.) 

•  Each firewall has a collection of Object Group definitions and Access Control 
Lists (ACLs)

•  Each ACL bound to a particular interface
•  ACLs are comprised of list of rules, processed sequentially 
•  Each rule is of the form <P, action>

–  P: predicate characterizing the attributes of the traffic (protocol, source, destination)
–  action: {accept, deny, drop}

Rule Id. Protocol Source Destination Action

1. tcp 10.1.1.0/25 Any Deny

2. udp Any 192.168.1.0/24 Accept

3. tcp 10.1.1.128/25 Any Deny

4. udp 172.16.1.0/24 192.168.1.0/24 Deny

5. tcp 10.1.1.0/24 Any Accept

6. udp 10.1.1.0/24 192.168.0.0/16 Deny

7. udp 172.16.1.0/24 Any Accept



NP-View: lightweight offline network audit tool 
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Rule Audit 



Path Analysis 



Path Data Structure 

•  Path # 
•  Protocol 
•  Source information:

–  Source Range
–  Source Hosts 
–  Source Network 
–  Source Firewall 
–  Source Port 

•  Destination information:
–  Destination Range 
–  Destination Hosts 
–  Destination Network 
–  Destination Firewall 
–  Destination Port 

•  Service 
•  Comment
•  Risk
•  Marker
•  Rules 

Ranges are mathematically computed by the engine

Hosts are IP found in the map from the range

Networks are the parent subnet containing the range

Firewalls are the first or last device crossed



Stepping-stone Attack Map 



Roadmap 

•  Support for additional network layers
–  Layer 2 (switches, VLANs)
–  Layer 7 (application-layer firewalls)

•  Change tracking of rulesets over time
–  Topology diff viewer
–  Path analysis impact

•  Importing additional network data
–  Nmap scan
–  Wireshark traces
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