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CyPSA Motivation

e Power system operators and planners are constantly studying the system to
gauge the effect of outages and changes on the system. Presently, outages
caused by cyber failures or attacks are not considered

 The purpose of this work is to build a framework that includes the physical and
cyber systems so that the impact of cyber outages on the power system can be
taken into account



e .
Challenges

How to understand the impact of
I cyber vulnerabilities on grid operations?

How to prioritize cyber security efforts in control
I networks and substations?
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Target Application: Contingency Analysis
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Approach

e Combining cyber and power topologies to create a realistic model of the
infrastructure

— cyber network topology + firewall rule-based attack graph generation
— power system topology and power flow models

e Dividing the problem into manageable pieces
— cyber-side attack graph analysis (ease of penetration)
— physical line outages/contingencies (impact of penetration)

 Developing algorithms to compute potential attack paths and to assess
risks accurately



CyPSA: Basic Pipeline
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CyPSA Basic Pipeline Overview

NP-View CyPSA Web Ul
G_ L3

ey
":-"**v::::“
L




CyPSA Overview

NP-View CyPSA Web Ul

SOCCAoon Zabbix

PowerWorld

reorth Haverbrook

1. NP-View analyzes cyber-network and
provides cyber vulnerability analysis attack
paths XML file to SOCCA




CyPSA Overview
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2. SOCCA uses PowerWorld to calculate
performance indices for all critical assets
and then generates a cyber-physical
attack path list ranked by security index




CyPSA Overview

NP-View CyPSA Web Ul

3. SOCCA sends the new cyber-
physical attack graph to be
displayed by the Web Ul
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CyPSA Data Interactions
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CyPSA Control Panel
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CyPSA Control Panel
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Key Advantages

 Accurate model of connections and dependencies of cyber and
physical systems

 What-if scenario analysis and prioritization of system-hardening
and security patching efforts

e Address the challenge of including cyber failures/attacks in
contingency analysis



Benefits and Use Cases

e For utility operators and utility planners:
— Gain situational awareness on cyber systems

* For security analysts:
— Save time and effort in prioritizing security protection deployment

e For auditors:
— Improve understanding of the required scope of compliance efforts
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