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The Unknown Threat Landscape

Few People Know How to Protect the FY 2015 Incidents by
|ICS that Run Our World Infection Vector (295 total)
hundreds o
ICS CYBER SECURITY i W;n:e A::; : |

SPECIALISTS

Weak Authentication, 18

The Threat Landscape is
Mostly Unknown

SQL Injection, 4

Spear Phishing,
109



! Finding More and More Occurring

2015-2017

Adversaries Disrupt ICS
Campaigns: 10 Unique

ICS Malware: CRASHOVERRIDE
and TRISIS

First and second ever electric
grid attacks that disrupt power
- First malware to target human

2013 - 2015

2010 - 2012

1998 - 2009 life
Lack of Collection New Interest in ICS Campaign§ Target ICS
- Campaigns: APT1 - Campaigns: Sandworm - (ampaigns: Dragonfly
- ICS Malware: None - ICS Malware: Stuxnet - |CS Malware: BlackEnergy 2 and Havex

- First attack to cause physical destruction on
civilian infrastructure (German Steel)
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The Diamond Model

y

Adversary

Infrastructure Capability/TTPs

Victim

DRAGCS
Ref: http://www.activeresponse.org/wp-content/uploads/2013/07/diamond.pdf



Links: Development team for Sandworm

ELECTRUM

* Long term access to ICS
* CRASHOVERRIDE

* |ICS Specific Modules

* Operations Knowledge

 Dual-use infrastructure
such as TOR to host C2
* Internal proxies setup

Russian State
Interests

e Ukrainian Utility Companies
e Electric
* Water
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Compromise ISP IPs
Compromised business
connections for initial
infection and subsequent
implants

Links: Dragonfly 2.0
Not Dragonfly 1.0

DYMALLQOY

e Malicious docs w/ credential
harvesting via external SMB
connections

e RATs from publicly available toolkits

* Custom-developed information
theft toolkits built on public tools

* One non-public toolkit

Multi-State
Adversary
Interests

* North American electric operators
e  Turkish energy providers
Western Europe electric operators
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Links: “OilgRig” Actor

N

CHRYSENE

* Actor owned infrastructure

 Domain patterns after
legitimate resources

* Custom DNS server as
authoritative for the
domain to enable C2

* 64-bit malware using DNS for C2
* Greenbug malware with HTTP C2
* OQOilRig as evolution of Greenbug
* Unique DNS C2 system
e Initial beacon AAAA request
e |IPv6 encoded commands

Iranian State
Interests

Arabian gulf region
Saudi Arabia petrochemical focus
Qil/gas, petro, and electric generation
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Links: APT 33

N

MAGNALIUM

e Spoofed domains of
relevance to victim

 Dynamic DNS for C2

* |T services and aerospace
themed

e Commodity and non-public
malware combination

e Publicly available crimeware

e Specific malware encoding routine

Iranian State
Interests

* Saudi Arabian petrochemical
* Aerospace companies
* North America and South Korean

targets only with Saudi business DRAG 66



Links: Unknown

N

COVELLITE

* Sophisticated implant with secure
communication channels

* Similar features to malware used
against South Korean targets

e Specific session key used for
payload and second encrypted
layer

* 41 minute and 30 second sleep

* Legitimate infrastructure
e University IPs for C2

North Korean
State Interests

* Electric utility companies in the
United States
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' German Steel Plant - 2014

)

* Dec 18, 2014 German
Government’s BSI released
annual report highlighting
incidents

* |dentified “massive damage”
in a steel facility due to a cyber

m Diagnosis
m Therapy Closed-loop control
m Explanation

Coke rate
Burden basicity

attack

2" publicly known case of
physical damage to control
systems from cyber attacks

Fuel injection
Steam addition
Oxygen addition

Fine adjustment
of burden distribution

Simultaneously



’ Ukraine 2015

APT

STAGE 1 - Intrusion Observable Steps

Reconnaissance

15t Ever cyber attack
Phishing E-mails on 4a power grid to

000 O |00 O OO0

Delivery |ead tO OUtageS
o BlackEnergy 3 .
_ | * 3 power companies
Install / Modify .
> VPN & Credential Thett across Ukraine
Network & Host

Discovery e SCADA HIJaCk

Malicious Firmware Sce n a rio by a We | I
i funded team
SCADA Hijack (HMI/Client)
Breaker Open
* Commands
UPS Modification

iz et s Firmware Upload
¥ i KillDisk Overwrites

| li Power Outage(s) D R/\G ﬁ

STAGE 2 - ICS Attack

Develop

Test

Deliver

Install / Modify

e

!

Exe cute ICS Attack

!

Attack with Impact



Ukraine 2016 - CRASHOVERRIDE

CRASHOVERRIDE
MODULES and IMPACT

IEC-101

IEC-104
Loss of Control
IEC-61850

SIPROTECT Denial of Service

Loss of Visibility OPC DA
Destruction Data Wiper
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Middle East 2017 -

DMZ LAN
1 | 1
Historian/ RDP Jump Box/ Patch Management

Data Replication Remote Station

L3 Process LAN

| | | |
- e B &
RDP jump Box/
Remote Station

Historian QPC Server Domain Controller

DCS EWS/
Engineering Station Remote Station  Application Server

I L2 Process LAN

DCS Controller

% %

DCS EWS/ DCS OPC/ SIS EWS/

Safety Eng Station

SIS Controller

Actuators & Sensors Actuators & Sensor

TRISIS

* TRISIS was delivered into a
petrochemical facility in the

Middle East by a well funded
attack team

* Targeted Safety Instrumented
System (SIS) and failed causing
a stop in operations

e 15t malware to specifically
target human life
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’ You Cannot Just Patch Away the Problem

2017 ADVISORIES
ALTERNATE MITIGATION PROVIDED

Dragos’ 2017 in Review reports revealed that for of advisories provided

. no alternate mitigation
ICS vulnerabilities:
e  64% of all vulns didn’t eliminate the risk

* 72% provided no alternate mitigation to the patch of all vulnerability
« Only 15% could be leveraged to gain initial access | e

®12%

of all vulnerability
advisories had no
mitigation at all

DRAGCOS

Ref: www.dragos.com/YearInReview/2017



Where We're Heading

LITTLE BOBBY by Robert M. Lee and Jeff Haas

Frece was A\ was it untaceeteo Y wasit N 7 e T SURE /
MAJOR CYBER \ A CYgER MALWARE. / AGAINST THE | |sysTem.eut \[ IT's ausT

ATTACK ON A ATTACK OR PIPELINE OR A THAT'S STILL NOT WHAT YOU SEE
GAS PIPELINE //UNTARGETED SUPPORTING IMPORTANT / YOu SAID, THE PROBLEM,
MALWARE 2 IT SYSTEM 2 RIGHT 2

e

e
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' ICS Incidental Impact vs. ICS-Tallored
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' Multi-Phase Attacks

ICS Affack Development ond Execution

STAGE

Reconnaissance 01

STAGE

Weaponization 01

Targeting

STAGE

01

STAGE

01

STAGE

Install / Modify o

STAGE

01

STAGE

01

STAGE
Develop

O
\V)

STAGE

(=)
n

STAGE

(=)
N

STAGE

02 Install / Modify

STAGE
02 Execute ICS Attack

STALE 2

00RO ORRED
oseROOR
o0 SOOORS

ATTACK DEVELOPMENT & TUNING Develop

VALIDATION Test -4-4-4-4-
[ X X

) YXIIIIE
Deliver "YITILE
TYI

IS ATTACK Install/Modify TS ERIRE

oo0eRRS

Execute ICS Attack 4444444
( F X XXX RN

Enabling Attack Initiating Attack Supporting Attack

Stage 2 shows the steps associated with a material attack that requires high confidence.

Ref: https://www.sans.org/reading-room/whitepapers/ICS/industrial-
control-system-cyber-kill-chain-36297
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Research ldeas

LITTLE BOBBY

YOU KNOW,

WE CAN PREVENT
ALL CYBER ATTACKS
WITH BLOCKCHAIN
TECHNOLOGY /

=
A LEDGER P NO--
IT'S A BLOCKCHAIN /
LIKE 8ITCOIN /

EVERYONE CAN READ
AND A FEW CAN WRITE
TO SOLVE CYBER-

SECURITY 7 ‘
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Your Goal — Satisfy the Right

Requirements
=
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|deas

N\

ldea: Common, Robust, Dynamic Sensor

\

ldea: Limiting of Impact Outside Scope

ldea: Intelligence-Driven Approach

ldea: Enabling/Scaling Human Knowledge

/

ldea: Common Logging/API in OEM Gear
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Questions?

LITTLE BOBBY

START WITH
THE MOST LIKELY &
TARGETED SYSTEMS-- &
LIKE THE HMI OR |
REMOTE VPN

anwu

AND ANALYZE THE
ICS SERIAL TRAFFIC
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