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●Chronic pain is a prevalent problem in 
the US and world, experienced by at 
least ⅕ of adults [2].

●Difficult to achieve personalized 
treatment plans due to multitude of pain 
causes.

●Opioids used to treat pain are often 
over-prescribed, leading to dangerous 
side effects [3].

●Strategies for patients to  monitor 
chronic pain currently includes apps with 
journal-style formats and bullet 
journaling.

Fig. 1 Effect of chronic nonmalignant pain 
on quality of life [1]
 as indicated by SF-36 subscores, PF = physical 
functioning; RP = role-physical; BP = bodily pain; GH = 
general health; VT = vitality; SF = social functioning; RE = 
role-emotional; MH = mental health.

Design Criteria

Engineering Standards
● IEEE 1752.1-202: details the collection and sharing of mobile health data 

[4]

● ISO/IEEE 11073-00103-2012: provides information on the testing of apps 
containing patient data [5]

● ISO/IEEE 11073-20601-2019: concerns optimizing the efficiency of patient 
data usage [6]

This sequence diagram describes the backend features of the 
app, including the way the information flow and processing.

Selection of pages from application user interface design program 
(Framer). A is the check-in page for both patient and provider.  B is 

the input page for the patient.  C is the data output page for both 
patient and provider.  D is the comprehensive patient lookup page for 

the provider.

A. B. C. D.

Static Application Security Testing (SAST)

System Usability Scale (SUS)

Design of an App for Documenting Daily Pain to Better Manage Triggers and Treatment
Donna Gieser, Annie Hart, Ethan Tsai

Bioengineering Department, The Grainger College of Engineering, University of Illinois Urbana-Champaign

[1] Katz. Effect of Chronic Nonmalignant Pain on Quality of Life. Journal of Pain and Symptom Management. 2002.
[2] Dahlhamer. “Prevalence of Chronic Pain and High-Impact Chronic Pain Among Adults — United States, 2016.”  Morbidity and Mortality Weekly Report.  2018.
[3] Rosenblum.  “Opioids and the Treatment of Chronic Pain: Controversies, Current Status, and Future Directions.”  Exp Clin Psychopharmacol, vol. 16, no. 5, 2009, pp. 
405-416.
[4] Ieee 1752. 1-2021—Ieee standard for open mobile health data—Representation of metadata, sleep, and physical activity measures. (n.d.). Retrieved December 9, 
2021, from https://standards.ieee.org/standard/1752_1-2021.html
[5] IEEE 11073-00103-2012—Health informatics—Personal health device communication Part 00103: Overview. (n.d.). Retrieved December 9, 2021, from 
https://standards.ieee.org/standard/11073-00103-2012.html
[6]IEEE 11073-20601-2019—IEEE Health informatics—Personal health device communication—Part 20601: Application profile—Optimized Exchange Protocol. (n.d.). 
Retrieved December 9, 2021, from https://standards.ieee.org/standard/11073-20601-2019.html
[7] Marashdih, A. W., Zaaba, Z. F., Suwais, K., & Mohd, N. A. (2019). Web application security: An investigation on static analysis with other algorithms to detect cross site 
scripting. Procedia Computer Science, 161, 1173–1181. https://doi.org/10.1016/j.procs.2019.11.230
[8]  Alssir, F. T., & Ahmed, M. (2012). Web security testing approaches: Comparison framework. In F. L. Gaol & Q. V. Nguyen (Eds.), Proceedings of the 2011 2nd 
International Congress on Computer Applications and Computational Science (pp. 163–169). Springer. https://doi.org/10.1007/978-3-642-28314-7_23
[9] Smyk, A. (2020, April 2). The System Usability Scale & How it’s Used in UX - Thinking Design. Medium. 
https://medium.com/thinking-design/the-system-usability-scale-how-its-used-in-ux-b823045270b7

We would like to thank our CIMED partners Samantha Houser and Andrea Hall and our MBA partner, Carlos Alberto Hernandez 
for guidance and financial support. We would also like to thank Owen for his expertise and help on this project.

Future Directions

Dynamic Application Security Testing (DAST)

● A suitable database should be selected, we recommend MongoDB as it is 
scalable, prioritizes data security,  and allows for expansion.

● A 3D anatomical model of the human body should be made available for the 
patient to select the location of their pain.

● Push notifications should be implemented to remind patients to input data 
and for providers to look over patient data before an appointment.

● Data encryption and further decisions for increased data security are a must.

● Our goal is to have a System Usability Score of at least 80 [9].

● This test uses tools to analyze 
code line by line without actually 
running it to ensure that there are 
no vulnerabilities that could lead 
to exposure of personal data [7].

● This test uses tools to attempt to 
“hack” into the application while it 
is running to assess any 
vulnerabilities [8].

https://standards.ieee.org/standard/1752_1-2021.html
https://standards.ieee.org/standard/11073-00103-2012.html
https://standards.ieee.org/standard/11073-20601-2019.html

