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« Make cyber-physical resilience measurable!
— Create a metric that integrates factors from cyber and physical domains and
Integrate them to one, easy-to-understand metric
— Use system level and device level factors, graph theory based system analysis,
physics based analysis, and system measurements

« Three scenarios are presented — i) Loss of node, ii) Loss of link, iii)
Netflix Chaos Monkey inspired random failure
— CP-SAM updates over time to help operator quickly understand the
resilience of the system
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 For device-level, a data-driven resilience metric and countermeasure

against ongoing attacks that evade software-based detection
— Analysis of the controller software to measure their intrusion resilience
— Analysis of physical dynamics to understand their temporal evolution
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System Level Metrics: CP-SAM CP-SAM for various cases

« Security assessment and resiliency — system security with
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Framework for microgrid resiliency

« Transmission system resiliency metric is computed at each
transmission system substation that is aggregated with distribution
and microgrid resiliency to obtain the overall system resiliency

 Attributes defining transmission resiliency are:

— Network configuration

— Redundancy in network and source of power supply
— Vulnerabilities like a single transmission line in all redundant paths
— Variablility and Availability of power supply

Device Level Resiliency

« Controller resiliency metric/countermeasures are developed (below)

Transmission physical resiliency for various cases

« CP-SAM can be use by operators to monitor the real-time resiliency of
the system

« CP-SAM reflects the resilience of the system for various stages of a
cyber-attack including vulnerabilities detected and exploited, elevated
privileges gained, malicious activity resulting in physical impact, and
effect of control actions such as reconfiguration of the microgrid

« Controller device attacks are terminated and responded to in real-time
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