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CYBER THREATS KEEP LEADERS AWAKE AT NIGHT EXAMPLE SCENARIO
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“Cyber threats are among top issues keeping energy leaders

awake at night in Europe and North America.”
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e Critical Uncertainties: high uncertainty, high impact, with no clear
path of action, keep energy leaders most awake at night

RESEARCH FRAMEWORK & BENEFIT

Empirical cases (historical events)
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« Action priorities: Keep energy leaders most busy
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Simulation cases (behavioral analysis)

We intend to assist the EDS operator’s
response to a cyber attack and to improve
the cybersecurity resilience.
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A Database of Response Strategies
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CHALLENGE FOR OPERATIONAL RESPONSE

Challenge 1: Utility Operation vs. Cybersecurity
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 GOLDEN RULE 1: SHOULD
. NOT expect Operators to become
cybersecurity expert! Actionable
Information!

« GOLDEN RULE 2: SHOULD
NOT make things even more
complex to operator

» Prepare Operators for potential cyber attacks.

» Make Overwhelming Guidelines ready for operators
when they are needed

» Improve Response Capability and Cyber Resilience
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Challenge 3. Cascaded Attack in Complex System
COLLABORATION OPPORTUNITIES

 Cooperation, support, feedback and involvement
from industry partners would benefit this research:
- Cyber attack scenarios Discussion to make them specific
— Response plans or procedures for database enrichment
— Cyber attack cases sharing for learning
— Feedback or suggestion to improve this research activity
Contact: keman@mit.edu, msiegel@mit.edu

« GOLDEN RULE 4: SHOULD
ensure that the operational
response itself does not enable
a cascading failure.
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