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« Availability of Bulk Power Systems (BPS) cyber resilience M- e
metrics will support risk management and mitigation decisions I l I .
- Provide quantitative insights to ensure operational resilience e T
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Executive Summary
‘We have used a Likert scale from 0 to 5 for questionnaires, where 5 means the highest standard and 0 means the lowest
standard. User confidence on answering the questions are on a Likert scale from 0 to 3 where 3 means user 1s 100%
confident in answering the question and 0 means user has no confidence on the response. We have processed the two sets

S

and assist in development of cost-effective mitigation plan

 Motivate BPS operators to continually assess their resilience

L LR - of questionnaires: question answers and user confidence answers, and done a rigorous analysis for the cyber resilience
capabllities an enchmark their perrormance cvlaton o your[CS vk
B ROBUSTNES: [ RosusTHESS :l From the user input analysis, it is found that your ICS network metrics have the following scores
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metrics for BPS vulnerable to cyber attacks s o
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Quantitative

Approach | Table: Resilience Score
Dimension\Criteria Robustness Redundancy Resourcefulness Rapidity
Physical 4.2 4.1 3.9 4.4
« Development of mathematical models to derive cyber Organizational 35 33 35 37
resilience metrics such as robustness, redundancy, rapidity, Technical .5 .5 26 .
and resourcefulness properties of the BPS network All Dimension Average » L . ,
considering the interconnected substations and control centers ecilionce i,

In presence of cyber threats

 Development of a qualitative tool to provide users with a

gualitative approach to assess the security posture of cyber RESEARCH IMPACT ON BPS SECURITY

systems and networks in the bulk power systems

« Development of a quantitative tool to provide quantitative BPS System Security Impact Organizational Impact
cyber resilience assessment for the utility companies based . |
on network/hardware/software configurations
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COLLABORATION OPPORTUNITIES

~ Seeking collaborative opportunities from industry partners:
Corporate 2 e Evaluation of qualitative tool
 Reference architectures to aid in development of quantitative tool
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