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* To develop metrics for cyber-physical system resiliency for planning * Resiliency metrics have been developed for a small microgrid with a
and operation phases that are validated within a cyber physical radial topology, which will be extended for distribution systems and
testbed. transmission systems

« To provide tools for resiliency assessment and decision support.  Two metrics are developed — cyber asset impact potential (CAIP) for

« To model transmission, distribution, controllers, cyber attacks and the planning phase, and cyber impact severity (CIS) for the operation
analyze impact of defensive mechanisms on system resiliency. phase in the real time

 Developed the CyPhyR tool to integrate topological aspects from the
power system, constraints including power flow, and cyber system
vulnerabilities

 Developed the PLC security assessment toolset to analyze device
security using physical dynamics 4 Nomlly Open i
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« To measure the resilience at component-level (e.g. PLCs) considering
their control logic source code and at system level.

e Measuring resiliency Is important to activate the best possible defense
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mechanism by the operator to maximize operational resiliency. B9 oty citoicn _y 090/ o Ty o
 Resiliency metrics are necessary to compare defense mechanisms e ’
during planning studies and to improve investment in resilient systems. L J =
« Assessing resiliency of transmission systems is much more complex ot
compared to radial microgrid or distribution systems. |

 Validation of such a tool is challenging and requires testbeds to model FET | T W S
and simulate transmission and distribution grids, control algorithms, ’
and communication systems, emphasizing device level and system

level aspects of resiliency. Test System for Microgrid Resiliency
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Develop resiliency analysis tools
P 4 4 CyPhyR: Cyber-physical Resiliency Analysis Tool

* Develop tools to quantify resiliency improvements through techniques CIS for Various Caces
such as reconfiguration, redundancy, partitioning, non-persistence, —— — s —Resiency Impac
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« Test and validate the developed metrics and tools utilizing the e bonsidered = "3
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.+ The resiliency assessment tool will enable operators and security
| admins to obtain the resiliency of their systems in real time and make
| Intelligent decisions to protect/improve the resiliency of their system.
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 The cyber—physical testbed developed will be used to analyze the
effects of cyber attacks and to analyze various defense mechanisms.
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Framework for Svstem-Level Resilienc mechanisms  We’'re interested in collaboration with industry and vendors to get
y _y __________________ feedback on our models, techniques, and tools to determine the real
| PMU sensor time resiliency of a system.
real-time measurements I
J . I « We anticipate analyzing the impact of cyber attack defense model
ower system ower Injection B e e e e () <_. ~ developed in other ongoing projects.
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l l I >etpoint —ogiccontroller o \We are working on integrating component level metrics with system-
Controller Intrusion Detection Analysis Engine ir level resilience metrics for microgrid systems.
Not cyber-connected to the controller (air-gapped) Yos A _ _ _
« Does the recent control command (power injection E> No EMS — Global Power e We will extend metrics deVEIOped from a radial SyStem to a meshed
set—p0|r.1t) by.the controller violate the powe{r safety System State Estimation transmiSSion SyStem.
constraints given the global power state estimate? .
4 |  We will validate developed tools and metrics using cyber physical
Device-level Resilience using Physical Dynamics co-simulation.
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