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GOALS

• Understand the impact of cyber attacks on EDS operations

• Develop tools for real-time situational awareness of risks to EDS

• What sequence of events can lead to catastrophic failures?

• Can such sequences be triggered by cyber attacks?

• Can we design models to study such cyber attack pathways?

• What metrics can be used to describe the difficulty or ease of 

traversing such pathways?

• Can such metrics be presented to an operator in a meaningful 

manner?

• Can this analysis be done in real-time?

FUNDAMENTAL QUESTIONS/CHALLENGES

SECURITY METRICS

• Modeling and simulations to identify catastrophic failure scenarios

• Develop cyber-physical models that capture cyber-physical 

dependencies of EDS

• Identify cyber assets potentially linked with failure scenarios

• Develop methodology and algorithms to assess the difficulty or ease 

of reaching critical cyber assets

• Develop algorithms to assess the risk or compute metrics to indicate 

the risk of proximity to cyber-attack induced failures

RESEARCH PLAN

BROADER IMPACT

• If successful, will provide decision support for cyber security 

investments

• Will help track cyber security improvements

• Will help with real-time cyber security assessment

INTERACTION WITH OTHER PROJECTS

• This work builds on the CyPSA project that was funded by ARPA-E.

• It is related to the following CREDC activities

– Cyber-resilience metrics being done at Old Dominion

– Measuring cyber-resiliency activity at WSU

– Rare event risk estimation work being done at MIT

FUTURE EFFORTS

• Complete Cyber-Physical Model for IEEE 96-RTS system

• Apply the proposed metrics to analyze the IEEE 96-RTS system 

cyber-physical model

• Find an industry partner to validate the metrics and evaluate their 

value
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Real-time Situational Awareness of Risk to EDS To Cyber Attack 

CYBER-PHYSICAL MODELING AND ASSESSMENT

Figure 1: A Sample Cyber-Physical Model
Source: CyPSA Project 

Figure 2: Extended Cyber-Physical Security Assessment (CyPSA) Workflow 
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S.I – Security Index of an attack from A to C through B

P.I – Physical impact of losing control of asset C

C= C1+C2 – path cost to reach asset C from a source A

Cyber Induced Physical Contingencies Breaker

A

5

Case 1

Minimum cost attack

B

6

7

7

Case 2

Multiple attacks

Limitations

Need to capture both cases!!

Proposed Graph-Inspired Metrics

• Target / Asset Metrics

– M1 - Minimum cost attack path and impact per target

– M2 - Number of attack paths, cost and impact per target

• Intermediate nodes – Stepping stones

– M3 - Shortest attack path through the node

– M4 - All attack paths through the node

• Attacker / Source

– M5 - Attack paths from a source with minimum cost and impact

– M6 - Number of attack paths, cost and impact per attacker / source

• Total Security Metric

– M7 – Capture overall system exposure

• Coordinated Attack

– M8 - Set of targets, minimum cost paths and associated impact
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