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. Using a threshold of 0.85, we predict 92% of breaches.

SUMMARY '

It Is possible to statistically predict cyber security incidents on the basis of historical incidents and pre-incident security posture
data. For example, we have shown we can predict 92% of the 2014 Verizon Data Breach Investigation Report breaches.

 Difference between detection and prediction is key: one relies on signatures, while the other looks at patterns and trends in data that might
appear to be unrelated.

e Security posture is many-dimensional and requires data from many parts of an organization, including Web applications, network
configurations, and DNS.

* Protecting against data breaches requires fighting a battle on many fronts, and the key almost always is people.

FUTURE EFFORTS

* While these features and models may retain predictive power in the Energy Delivery System domain, we anticipate that the unique features
of this domain will require new measurement methodologies; additional, at-scale, and in-practice measurements; the identification of new
predictive features; and new models and classifiers for prediction.
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