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Communities depend on the Maritime B MLt
Transportation System (MTS). &

* Globally: The MTS accounts for more than
80% of global merchandise trade in
volume and 67% of its value in 2017.

Nationally: The MTS accounted for more

than $4.6 trillion of economic activity (1/4
of the US GDP) in 2014.

Regionally: Consider Port Everglades and
Miami’s tourism industry

100% Jet Fuel for Miami Internationarl Airport
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Transportatlon System at Port Everglades
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Shipping ports increasingly o | -
depend upon and are a nexus of Y g
critical infrastructure systems.

\IHHL\ML\HI\HI il w il mlm

__.
P ——

- o Sume | WEAh g ’ .
o ®n e A
{ -
L —r
- UL wee wit ! : AT
o > P A V S |
Y \ L3 | = IS Y
. b | 24 L L
- » 5 J E [ )
N { i g g 1 m— 1 ¥ L
4 SR 1 3 h . '
3 ! : ‘s, R
LA A . A L]
J | ¥  * ; g e
N \ i J al
16 ‘e

—r

CIrI'lllanIs'edu Copyright (c) 2017-2019 Gabriel A. Weaver, Lavanya Marla, Glen Salo, Randall Sandone. All Rights Reserved



- Communications/IT Systems at Crowley

Shipping ports increasingly
depend upon efficiencies
introduced by cyber systems.

Communications/IT System

Gate Operating System (GOS) E

Communications Network

Terminal Operating System (TOS) \
Electronic Data Interchange (EDI) m

Automatic Identification System (AIS) \

—— g R ) . - [r— B il Sd



CRITICAL INFRASTRUCTURE .
RESILIENCE INSTITUTE A

Stakeholders need approaches to risk assessment
relative to cross-infrastructure dependencies.

* Be conducted continually by individual DA =
ports for their specific and changing >  _“em=
operational, technological, and threat ™" 73 ‘.

environments.
o | ” d . | Transportation
nte |gent dadaversaries evoive — = O
 Environments evolve - .Z » .
. . : Cyber—— *= -
Provide results rapidly :
* Current, DHS-funded prototype for Port

Everglades (PEV) delivers results in
minutes

ciri.illinois.edu

aver, Lavanya Marla, Glen Salo, Randall Sandone. All Rights Reserved



CI RI CRITICAL INFRASTRUCTURE

RESILIENCE INSTITUTE

A DEPARTMENT OF HOMELAND SECURITY CENTER OF EXCELLENCE

Stakeholders need approaches to evaluate functional

State TOMCS STATES  TPSATACTCS  VOKES  FEATURES  VDED ITBLOGS  WORE+

economic impact of disruptions relative to ==&
cross-infrastructure dependencies.
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Cyber——

The head of Europe's crime

fighting agency has warned of the

US-CERT warns users to remain vigilant for malicious cyber activity seeking to capitalize on interest in Hurricane Harvey. growing risk of organised crime

Users are advised to exercise caution in handling any email with subject line, att yperlinks related to groups using cyber-attacks to
icane Harvey, even ifi ars to originate from 2 trusted source. Fraudule Is will often contain links ot allow them to traffic drugs.

The director of Europol, Rob
Wainwright, says the internet is being
used to facilitate the international drug Eariier this year drug traffickers hacked into

trafficking business. the computer controliing shipping containers
at the port of Antwerp

THE UNTOLD STORY OF NOTPETYA. THE MOST
DEVASTATING CYBERATTACK IN HISTORY

His comments follow a cyber-attack
on the Belgian port of Antwerp.
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Intended Outcome

* llluminate cross-organizational,
functional dependencies on
infrastructure.

e Rapidly identify impacts from
possible coordinated disruptions
to stakeholder missions

* Prioritize investments to plan
and respond to all-hazards that
may affect mission

* Prevention
* Mitigation

Power

Transportation

Cyber———

Left of Boom Boom Right of Boom
Training Exercises * Determine the * Evaluate response
Area Maritime effects of mitigation and recovery
Security Plans strategies strategies
FEMA Port Security * Compute optimal * Evaluate strategies
Grants mitigation actions to improve port

operations.
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Benefits for Academia: Intellectual, Social, and Financial

/ Industry

Ports
* Port Everglades

Operators
USCG

USTRANSCOM

.

e Ports of Auckland

\

Real-World, Important Problems /

Expertise/Interviews/Site Visits

>

Real Data, Better Assumptions

>

Feedback for Validation

>

Social Impact

>

Potential for Additional Funding

>

/
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AN

Academia

CIRI Port Disruptions
Project

* Transportation
* Cyber

CIRI Tech Transfer Team

\

/

Copyright (c) 2017-2019 Gabriel A. Weaver, Lavanya Marla, Glen Salo, Randall Sandone. All Rights Reserved



CIRI

A DEPARTMENT OF

CRITICAL INFRASTRUCTURE
RESILIENCE INSTITUTE

HOMELAND SECURITY CENTER OF EXCELLENCE

Benefits for Industry: Intellectual, Social, and Financial

-

.

\

Industry

Ports
* Port Everglades
* Ports of Auckland

Operators
USCG
USTRANSCOM

/
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Theoretical Frameworks for Problems

Expertise/Interviews/Site Visits

Results from Data Analysis

-

Insights from Research Outputs

Building Community

<

Improved Mission via Funded Research
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Academia

CIRI Port Disruptions
Project

* Transportation

* Cyber
CIRI Tech Transfer Team
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Thank You!

Department of Homeland Security

US Coast Guard

* USCG Sector Miami e\
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Z
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* USCG Research & Development Center U.S. Customs and
Border Protection

Ports of Auckland

Port Everglades @) Florida East Coast

RAILWAY

* Broward Country Sheriff’s Office

Y 4
e Customs and Border Protection BR’OWARD
)

COUNTY

* Crowley CROWLEY, F LOURLIDA

People Who Know
* Florida East Coast Railway

* USTRANSCOM
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