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Description of research activity: We will formally model risk assessment and network diversity to assess the resiliency of
EDS against zero-day attacks. The risk assessment model will quantify the impact of the various attack paths on EDS. We
will also propose an EDS network-diversity metric based on the configurations and policies of various resources. The
security metric will be computed for different network configurations and policies and will consider the similarity and
dissimilarity of network resources and account for minimum impact to maximum impact attacks. The metric will be
useful for evaluating the impact of different classes of cyber attacks. The risk assessment and network diversity model
will be implemented within an OpenFlow controller. The OpenFlow controller will monitor networking resources in EDS
networks. In case of an attack, the architecture will rely heavily on the risk assessment model to select a resilient
mitigation approach, taking into account resiliency requirements of the cyber physical system. The risk assessment
model will classify attacks in terms of how severely they will impact the cyber physical system’s operation. The model
will also quantify the security posture of the cyber physical network at any given time.

We propose to address FDI detection problem in SDN-enabled EDS based on a multi-agent system and develop a
quarantine service with SDN technology to achieve autonomous attack containment during such an attack. We will
logically partition the SDN-enabled EDS into multiple sub-systems, each comprising a substation and other substations
directly connected to it through network of SDN switches. Software-based agents in each substation will communicate
with each other. The agents facilitate exchange of meter measurements among substations that are included in each
subsystem. Each agent can perform local state estimation for its sub-system. In the absence of FDI attacks, state
estimation results at each sub-system are identical to state estimation results for the whole grid. However, in the
presence of FDI attacks, compromised measurements can evade bad data detectiontechniques during state estimation
for the whole grid. State estimation performed at each sub-system is used to analyze the compromised measurements
and identify disparities. Risk scores will be computed to quantify the impact of a FDI attack. We will develop the
guarantine service that will take into account the risk scores and network configurations to isolate the impacted
portions of the power grid and ensure operational of the power grid with minimal impact.

How does this research activity address the Roadmap to Achieve Energy Delivery Systems Cybersecurity?

This activity falls under “Assess and Monitor Risk” and “Develop and Implement New Protective Measures to Reduce
Risk”. There is a need to understand and quantify cybersecurity risk EDS. In our activity, we develop risk assessment
models to quantify cyber threats in smart grid. The deployment of the risk assessment models in SDN switches will
facilitate continuous monitoring of risk and selection of network configurations to mitigate risk. The ability to detect and
guarantine false data injection attacks provides mechanisms to reduce the risk from threats which compromise the
integrity of measurements in the smart grid.

Summary of EDS gap analysis: We will develop security risk assessment capability within a SDN controller to compute
risk scores for both known and zero day attacks in EDS. The availability of risk scores will result in the SDN controller
choosing mitigation policies, in response to attack or failure, which balance between security risk and operation cost.
We will also develop diversity modeling using distributed SDN controllers to mitigate against attacks on the SDN control
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plane. We will develop a quarantine service with SDN technology to achieve autonomous attack containment during FDI
attack.

Full EDS gap analysis: Software defined networking (SDN) is a networking paradigm to provide automated network
management at run time through network orchestration and virtualization. SDN has been used primarily for quality of
service (QoS) and automated response to network failures. A central controller realizes the automatic network
configuration in SDN at run time by conforming to a control plane protocol (e.g., OpenFlow) and switches act as simple
forwarding devices. However, in the context of EDS, SDN can enhance system resilience through recovery from failures
and maintaining critical operations during cyber attacks. In addition, SDN must also be defended against attack due to
potential vulnerabilities in the control plane. Our proposed research will extend the capabilities of SDN devices in OT,
such as those offered by SEL, so that the controller can dynamically manage risk by the choice of countermeasures. We
will develop the security risk scoring model to characterize risks for both known and zero-day attacks. The risk model will
also incorporate the criticality of the nodes in the OT environment. We will also develop a quarantine service using SDN
technology to conduct autonomous attack containment during a False Data Injection (FDI) attack. The quarantine service
will isolate portions of the network impacted by FDI, thereby mitigating the risk and ensuring minimal impact to the
operation of the power grid. In order to defend against attacks on SDN controller, we will develop a distributed SDN
controller framework based on diversity modeling for EDS. The success of our research will enhance potential of SDN in
EDS OT beyond the current QoS benefits to permit dynamic response and operation through failure or attack.

Security Risk Assessment for SDN-enabled EDS — According to the Energy Sector Cybersecurity Capability Maturity
Model [1], there is a need to develop techniques to manage cyber security risk in EDS. A SDN controller that can modify
network configurations based on risk scores enables better cyber security risk management in EDS. At the same time,
efforts to develop risk scores based on model based security assessment have focused on known attacks [2]. However,
with ever evolving nature of cyber-threats, there is a need to develop risk scores for zero day attacks to ensure that SDN
controller’s risk assessment capability is not limited to known attacks. In addition, the controller also needs to be
equipped with the capability to compare the countermeasures with the aim to reduce risk, ensure operational
resilience, and minimize cost to the operator. Currently SDN controllers are only equipped with the ability to ensure QoS
and are not adequately capable of managing risk.

The static, non-adaptive design of current grid communication networks makes it nearly impossible or unacceptably
time-consuming to reconfigure a network to react to zero-day attacks [3]. Software Defined Networking (SDN) allows
decoupling of the control and data plane, enabling logically centralized network controllers to manage whole networks.
SDN enables real-time flow management, which can be modified based on the QoS needs [4-5]. Schweitzer Engineering
Lab (SEL) is using SDN to enhance the performance, configuration, and proactive management of OT networks.
Specifically, the SEL-2740S SDN Switch provides user path- and packet-level control of communications flows, and
maximizes application performance under all conditions by pre-engineering primary and failover communications flows
that fail over in less than 100 ps [6]. The SEL-5056 SDN switch simplifies the design, test, and implementation of critical
power utility and industrial OT networks [6].

However, the SEL-2740S and SEL-5056 SDN switches currently do not have the capability to modify network
configurations/topologies based on risk assessment of known or zero-day attacks. The controller currently is focused on
automated network management and traffic engineering to meet QoS requirements. The controllers within the SEL-
2740S and SEL-5056 SDN switches will benefit from risk assessment models to achieve a balance between managing
security risk and traffic engineering. There are several risk assessment models reported in literature which can be
considered for these switches [7-14]. Modeling formalisms such as, UML [11], petri nets [12], attack graphs [13] and
hybrid approaches [14] provide quantitative security assessment based on metrics. However, these formalisms only
focus on known attacks and do not take into account impact of zero-day attacks. We will map security requirements of a
smart grid network to corresponding networking requirements, leading to a better informed security risk assessment
modeling and attack mitigation. We address the limitations in the security score model of IEDs [15] to reflect the
criticality of each IED and its impact on the overall smart grid network. We will demonstrate that the knowledge of the
security score of the smart grid network helps the SDN controller choose an effective mitigation policy in the presence of
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attacks. In addition, the SDN controller can choose optimal mitigation policies by balancing security risk and operational
cost. We also show SDN principles for enforcing quality of service (QoS) policies, such as bandwidth reservation, mitigate
DoS-based flood attacks on network links and help IEC 61850 applications meet their time transfer limits.

Diversity-based security mechanisms have traditionally operated on the system level by deploying multiple diverse
software replicas. However, in EDS, it will be important to model network diversity as computer networks play a key role
in transmission of control and data information throughout the critical infrastructure. Network diversity modeling for
risk assessment in SDN-enabled EDS has not received much attention. A centralized SDN controller is vulnerable to
attacks directed at the control plane. The concept of a SDN controller cluster has been proposed as a solution to
improve system resilience, reliability, security and efficient topology management. Opendaylight [16] and ONOS [17] are
examples of distributed SDN controller platforms, which overcome the issues with scalability and vulnerability plaguing
single-controllers. We will develop network diversity models with distributed SDN controllers and address research
challenges such as the optimal number of controllers, cost model to determine distributed SDN controller configuration,
and delegating responsibilities among the controllers.

Resilient Networked Control Systems for Energy Delivery Systems — EDS rely on state estimation to obtain information
about their operating conditions. State estimation is carried out based on the topology of the power network and data
readings taken from measurement units deployed locally at substations. Based on state estimates obtained from the
state estimator, control decisions and subsequent actions that directly impact the operation of the power grid are made.
Attackers with access to the power grid's topology information can carry out false data injection (FDI) attacks which can
lead to incorrect control actions that adversely impact the resilience of the power grid. A SDN controller equipped with
risk score for a FDI attack can autonomously contain the attack based on available countermeasures which balance
between security risk and operational resilience. The SDN controller needs to be equipped with a quarantine service
which can create a quarantine zone and isolate portions of the power grid that are affected by the FDI attack from other
parts of the network. The ability to deploy this autonomous attack containment will rely on accurate detection of FDI,
computation of risk scores, and modeling the cost of countermeasures for quarantine

Researchers have proposed several approaches to address the problem of FDI attacks that target measurement data
used in DC state estimation [23-32]. These efforts include, a detection framework employing a security manager, a
managed switch and security agents running alongside critical nodes (controllers and edge nodes), detection tests based
on excess deviations in the state estimation as measured by norms of residuas, and a strategy based on formation
control to identify corrupted measurements from phasor measurement units (PMUs). Liu et al. proposed an adaptive
partitioning state estimation (APSE) technique to detect bad data injections in the smart grid [30]. Specifically, the APSE
partitions the power network into several subsystems, and the Chi-square test for bad data detection is used to detect
bad data for each subsystem. Upon detection of bad-data, the subsystems are re-partitioned over several iterations until
the bad data is located. The multi-agent system for FDI attack detection proposed is practical to deploy because it
leverages on the existing communication channels among substations stipulated in the IEEE standard [31]. Our proposed
technique addresses several limitations with the APSE techniques to enhance the accuracy of detecting FDI attack. First,
we will address the scalability challenge of adopting APSE technique by ensuring that the node degree does not increase
with the scale of the EDS. Second, our technique will also address the limitation of APSE’s ability to detect bad data
within a single transmission line. We will address the computational cost with the iterative execution of APSE. We will
leverage the security score model to compute the risk of FDI attack for a given power grid topology. The security score
will be utilized by the quarantine service in the SDN controller to determine the autonomous attack containment
procedure. The goal for the service is to isolate the portion of the network impacted by FDI and ensure that the impact
on operation of the power grid is minimal.
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