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Feature extraction for Attack detection and Data 
Compression using Graph Signal Processing

Raksha Ramakrishna, Anna Scaglione

MACHINE LEARNING EVERYWHERE! 

DETECTION OF FALSE DATA INJECTION ATTACKS 

COLLABORATION OPPORTUNITIES

VOLTAGE DATA COMPRESSION
• Thanks to Big-Data from Phasor Measurement Units (PMU) 

• First step for machine learning: feature extraction

• Used for: false data injection attack detection, voltage data compression

This research would benefit from collaboration with industry 
partners in the following areas:
• Datasets of PMU measurements from actual distribution systems
• Specifications about other applications  in the industry that benefit from 

machine learning algorithms

• Contact: Anna.Scaglione@asu.edu, raksha.ramakrishna@asu.edu

• Activity webpage: https://cred-c.org/researchactivity/Analytics

Future Directions
• Prototype voltage data compression methodology

• Make attack detection techniques differentially private

• Identify other applications and attack scenarios 

• Our lossy compression method is sequential and uses very few bits for a 
certain tolerated mean-squared error

• Low-dimensional model derived from Graph Signal Processing used

• Better than quantization and singular value thresholding (SVT)

• A provisional patent is also filed

IMPACT ON STATE OF GRID SECURITY

Impacts on Your Grid
• Detect data-injection attacks by continuous deployment of the algorithm

• Use the feature space for other machine learning applications

Business Benefits
• Data storage space minimized. Only store relevant features
• Fast detection of attacks and isolation of compromised buses

• No need for training: save computing infrastructure costs and time!

RESEARCH VISION
Develop a feature extraction mechanism for voltage phasor 
measurements using Graph Signal Processing (GSP) and 
use them for different applications in power systems

• Project measurements into appropriate domain to obtain features

• More energy of features            attack!
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• With strategically placed PMUs, more compression possible
• Voltage data reconstruction when only 5% of measurements are stored
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Proposed method SVT Scalar quantization
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• PMUs at 25% of buses 

• Detection performance with certain 
percent of PMU buses attacked

• Even when percent of buses 
attacked is small, it can be 
detected! 

Compromised buses + attack 
vector can be identified
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Fig. 5. The development of the 2000-bus case. (a) Eight areas, color-coded. (b) Substation placement. (c) Transmission lines added. Red substations and
transmission lines are 345 kV; gray substations and transmission lines are 115 kV.

TABLE VI
STRUCTURAL STATISTICS OF THE 2000-BUS CASE

Structural Statistic Target Quota 345-kV network 115-kV network

n - - 225 1500
m - - 287 1813
m/n 1.22 1.276 1.209
Minimum spanning tree 50% 49.1% 50.6%
Delaunay Triangulation 70% 69.7% 70.9%
Delaunay 2 neighbor 25% 24.7% 24.7%
Delaunay 3 neighbor 5% 5.6% 4.4%
Line intersections < 20% 6.5% 9.1%

added as quadruple circuits. The lines are all added from the
set of line segments including the Delaunay triangulation and
any pair of substations separated by three or fewer Delaunay
segments. At each of 420 iterations, each of these candidate
lines is ranked according to a set of penalties as shown in
Table V, corresponding to the observations in Section III of this
paper, and the five highest-ranked segments are added to the
network. Based on the dc power flow results, conductors were
selected for transmission lines, and some lines were upgraded
to multiple circuits. Fig. 5 shows the 2000-bus case at different
stages of development. The computation time for building the
line topology of this case was about 5 minutes.

The synthetic network has no relation to the actual grid in
Texas, except that the load and generation profiles are sim-
ilar. The transmission line topology meets validation criteria
described in Section III in the form of structural statistics gath-
ered from the Eastern Interconnect. The combined graph of both
voltage levels is fully connected and remains so under a single
node removal. Each individual voltage level network is fully
connected. The number of transmission lines in proportion to
the number of substations is close to the 1.22 target for both
networks. Table VI shows structural statistics for this case, in-
cluding the proportion of lines at each voltage level which are
from the substations’ minimum spanning tree, Delaunay trian-
gulation, and the Delaunay neighbors with distance 2 and 3.
Comparing these proportions to those from Table III shows that

Fig. 6. Voltage profile contour of the 2000-bus case.

the proportions of each category are close to target. Table VI also
shows the line intersection rate, which the intersection penalty
has brought below the maximum thresholds normally seen in
actual cases.

The resulting case has an ac power flow solution without any
manual intervention. Some low-voltage areas benefit from 36
manually added shunt capacitor banks. The generator setpoints
were modified manually as well for some units, and five shunt
reactors were added in areas that had overvoltages. The final
case has no lines loaded more than 85%, nor voltages outside
of the 0.97-1.05 per-unit range. Fig. 6 shows the ac power flow
solution with the system voltage profile contour [27]. The case
specifications and benchmark power flow results are publicly
available online [12].
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GSP: Feature extraction
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