An adversarial model for attack vector vulnerabllity

analysis on power and gas delivery operations.

Ignacio Losada Carreno, Anna Scaglione, Anatoly Zlotnik, Kaarthik Sundar, Deepjyoti Deka

CYBER-PHYSICAL MODELING

OT IT I Real time events
. : in the model Day ahead event Bef i Aft i

- Reliance on natural gas for * Cyber regulation not iervmg Y SNERE AR | Before contingency er contingency

electricity generation has homogeneous across sectors SCUC el DCOPF (power setpoints Scops

. . . . Gas-fire power.pilant

Increased _Ir_] US * ngh r!Sk Of Cyb_er attaCk (po_or TSA . Vulnerability exploitatio
 Alters traditional status-quo guidelines and implementation of LN TOGF (gas setpoints) (probabilistic)

I

- No formal coordination for NIST voluntary) i Agent

reliability purposes . Concerns raised by DNI and GAO ! d

|
Gas grid attacker CT-Markov Chain Q
T .

50% Power flow physics I Sensing (State)

i MNatural gas purchases by U.S. power plants (2016) Northeast 1

: percent of regional total West Midwest I

| Gas flow physics | TGF
40% | Northeast 16 South 1

| . natural gas Ti >

Midwest 1.0 ime

30% ~~ coal :

: South 55 .
20% . LI—— Markov chain state space

' Waest
' nonhydro

}4%
10% ?ﬂ L‘;’:“::'sgm firm contracts mix interruptible contracts
+— other United ¥ regional total

0% | N e S B S S e S S e E— m— — Ci/? States 94 (trillion cubic fest)
2006 2009 2012 2015 2018 =
ela 0% 20% 40% B0 % 80% 100%

Manufacturing
Zone

Detection
% (absorbing)
Corporate\ e N A
Network NN
o R
H i s
n -
<31
" -2 "

Problem: The inability of power system operators to asses the inherent
cyber risks of being coupled to other infrastructures

RESEARCH VISION

Objective: To provide a tool that improves the cyber-physical resilience
of gas pipelines and the electric power industry

TABLE 1
COUPLING OF PIPELINE NODES TO GAS-FIRED GENERATORS.

Gas Node Generator ID  Total Capacity (MW)
6 4,20,21 255

8 5.22.23 255

: 12 11,2425 255

- 13 12.26.27 255

B - 18 13.28.29 255

pr 19 1531 231
- 20 23 25 39,40 152
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Impacts on your system

Protected system through an algorithm implemented in the EMS. Your
system would be able to:

« Assess the operational impacts of a potential/imminent attack
« Account for security breaches in interconnected infrastructures

* No physical models

« Attackers could compound .
physical weaknesses hidden to
the operator

« Cybersecurity best understood with
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. Business benefit
physical models oy » Reduced power load curtailment to customers
« Significant savings in operational cost
— 2 |  Increased cyber resilience
= - . = u « Better understanding of exposure based on ICS/SCADA configuration

g Market: - OT software companies (DNV GL, ABB, Emerson)

oo . - o , - IT software (NPview, Applied Risk, Dragos)

aisel | 4-69 ) - Operators (ISOs, Kinder Morgan)
- Federal agencies (FERC, TSA, DHS, DoD)

Product: An EMS tool that models the true risk of a cyber attack to the

Operafional state of the system | COLLABORATION OPPORTUNITIES
Power system EMS MReiiibia Ly Reaktitne Contingency Analysi SCED and Operator Review _ This research would benefit from collaboration with industry partners:
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