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Develop a scenario-based simulator that assists energy delivery system
operators during a cyber attack to avert unintended conseqguences.
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Ukraine power grid cyberattack - 2016: attackers took additional steps (DDoS)
anticipating operators will respond the way they did to a previous attack. Operators’
anticipated response had an unintended consequence.

SIMULATOR FOR BETTER OPERATIONAL RESPONSE

4 N
* NESCOR fallure scenarios _ : :
 Cybersafety scenarios Available Our scenario-based simulation enables
-His_torical ICS cyber incidents Resources _ o
+Incident response playbooks operators to make informed decisions
s )
o Wscenam@ while dealing with a cyber attack
_ cenario |OS
Doma”{ Generation i Kncl)av;/llseedge
Expert

(i-‘\ The Simulator organizes available

Scenario ; resources In a format that 1Is customizable

Behavioral
|  J

}:" and reusable by operators.

Cooperation, support, feedback and
Involvement from industry partners:
Potential attack

- — Attack scenarios, response plans and
) Indicator .
s procedures from industry playbooks to

Attack scenario

R P Ich ' lator k | dg b
- Reclose Breakers using HMI : Reclose Breakers by sending commands from the HMI
© Manually Operation : Send out crew for manual inspection and operation
strategies 1 %= - - -
— On-site ool demonstrations and testin
— |Potential Consequences and Recommendations
mistakes. Recommended procedure: First, field crew should inspect the status of the Breakers. Set - - - -
— the Breakers in manual mode to prevent the Breaker from auto reclosing. This prevents an attacker
from suddenly reclosing it remotely, potentially causing an electrocution of crew members. Second, — r OV I e I I l e r a‘ I O I l e aV I O r a a
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