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Description of research activity:

Solution Approach: The research team has already investigated several cybersecurity simulations available for improving
operational performance. These tools offer environments that simulate a variety of cyber incidents and give operators
practice in responding. We believe a more complete solution is needed to provide for real-time incident management,
as well as training for cyber-incidents.

Our research team has worked together with industry partners to better understand cybersecurity needs for operators.
Part of this research is to examine the current operations to better understand the EDS operator environment and to
more closely represent that environment in the simulation.

The database of response strategies and the simulator of response plans will benefit from theories of cybersecurity,
decision-making, and risk management, as well as experience and knowledge acquired from EDS experts.

Overview of the simulation tool and the database of response strategies: The simulator tool will first assist the
operators in diagnosing a cyber incident (a breach, or a threat, or other cyber incidents). The simulator will create
consequences of the incident, based upon different levels of uncertainties and the initial actions the operators made in
the first step of the simulation. The database of response strategies will offer specific plans for operators to respond to
the incident. This allows the operators to consider alternative choices and different levels of uncertainties of their inputs
to the simulation, and monitor the potential consequences of their responses. Below we discuss the details of the
simulation and the database of response strategies.

As shown in Figure 1, we will develop a database of response strategies based on three main parts: 1) empirical cases
(e.g., the Ukrainian power grid incident); 2) simulation cases (e.g., hypothetical cases based on NESCOR failure scenarios
or NIST 800-61 R2); and 3) real-time simulation. For the first two parts, the scenarios and response actions will be
generated based on the existing standards, guidance, best practices and empirical cyber incidents. Then the response
actions will be allocated with the scenarios, using the simulator, to understand the consequences of these actions as
well as the operators’ behavior patterns. In this way, we can populate the scenario-action database in our database of
response strategies. At the time of an incident, an operator can benefit from the database and learn about the
consequences of actions. Operators can benefit from the real time simulator where the simulation engine generate
outputs (i.e., consequences of actions) based on operators’ inputs. These cases will also be saved into the database for
future use, helping enhance the database over time.

Within any of the three large boxes on the left in Figure 1, threat intelligence is used to generate cyber-attack scenarios
including cyber kill chains. Threat intelligence contains historical information about the case, best practices, and
information about the attack. With the generated scenarios, along with information about cyber-physical-systems, we
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will develop a cyber-related energy delivery system simulation to simulate the consequences of the scenarios and the
impacts of attacks on the cyber-side of the power grids. This simulation engine, which will be developed with the
assistance of PNNL, is not limited to power grids and can be used in other energy delivery systems (e.g., oil and gas).
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Fig 1. The simulation framework and the database of response strategies

The left box in Figure 1 shows the simulation analysis process. The process begins with a review of key principles of
cyber resilience from the utility guidebooks (e.g., NIST 800-61 R2). The briefing includes key issues operators might face,
and the kinds of responses they have available to them. Based on the NESCOR failure scenarios and other guidelines, the
discussion includes a set of possible operator actions. This information along with details about physical infrastructure
will be entered into the cyber-related energy delivery system simulation. Consequences of the scenarios are generated
and will be used in the database of response strategies to generate new effective response-based recommendations for
operators.

Furthermore, our database of response strategies will be used to collect information on the actions and decisions made
by operators in a virtual environment to analyze operators’ behavior and provide insights about effective strategies to
improve operator performance. This information will be used to understand operator behaviors and provide insight into
what types of additional information is needed to improve their performance in a cyber crisis—and also to improve the
database and the simulator. This information will be useful for the managers of the operators to identify systemic needs
and higher level performance improvement strategies. It will also highlight policies and practices that can be used to
improve the tool and operator performance in future events. The initial implementation will focus on power systems but
the design of the database and simulator will easily facilitate other energy delivery systems.

How does this research activity address the Roadmap to Achieve Energy Delivery Systems Cybersecurity?
e Manage cyber incidents through:
o providing all possible response plans in an actionable format
o choosing effective response plans using the simulator
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o Providing suggestions (based on simulation results) for sustaining the impact of response plans and
further security improvements

The database of response strategies and the simulator of response plans will assist the EDS operators to make the real-
time, effective actions in response to a cyber-incident. Additionally, the simulation tool will use cyber threat intelligence
to enhance cybersecurity.

Summary of EDS gap analysis: Energy delivery systems (EDS) operators have multiple guidelines for protecting their
environments from a cyber incident. However, all these guidelines are only helpful if the operator can access them
effectively in real-time to respond to a crisis. Furthermore, operators typically have much better insight into operating
the grid than they do in understanding how the cyber control of the grid actually works. We cannot assume that if
guideline suggests, for example, to reboot a router that the operator will understand what affects this action has on
situational awareness and control. This research is intended to aid operators in these situations by providing potential
actionable plans and the ability to monitor the consequences of each plan. Operators may understand the importance of
cybersecurity and make effective response plans to enhance the cyber resiliency of the EDS, but supplementing their
abilities with a tool that allows them to incorporate the guidelines and understand outcomes will provide better incident
response capabilities, as well as providing a vehicle for training for incident response.

Furthermore, our experience working with the energy sector and our interviews with several EDS experts and operators
reveal that these recommendations and guidelines are not being fully implemented in part because the quantity and
detail can be overwhelming. The complexity and uncertainties of cybersecurity make rapid decision making a challenge
for the operators, especially when they are under pressure. Some approaches to reducing complexities such as security
argument graphs [4] and simulation engines such as power world simulators [5] have been developed. However,
improving operator cybersecurity awareness and providing tools for real-time incident response remains a challenge.

This project addresses this challenge with a database and a simulation tool for operators that provide them with
response strategies and help them monitor the cyber-related consequences of their response plans. Recommendations,
best practices, and guidelines will be built into the simulation to insure operators follow the most up-to-date
information on managing cyber-attacks.

Full EDS gap analysis:

Motivation: Energy delivery systems (EDS) operators have multiple guidelines (e.g., NISTIR 7628 Guidelines for Cyber
Security, Electricity Subsector Cybersecurity Capability Maturity Model (ES-C2M2) and the Energy Sector Cybersecurity
Framework Implementation Guidance). However, discussions with EDS experts and operators reveal that these
recommendations and guidelines may not be fully implemented in part because the details can be overwhelming. In
addition, these types of documents may not be reviewed until they are needed (e.g., during a crisis). All these guidelines
are only helpful if the operator can access them effectively in real-time to respond to a crisis, and assess the impact that
following a given recommendation will have on the state of the cyber system. In addition, choosing the right response
plan could be challenging if the guidelines have various and sometimes conflicting recommendations.

We can expect and trust operators to know the grid response to controls they apply, but we cannot expect them to
anticipate how actions they must take in the cyber-realm during an incident may affect their situational awareness, and
their ability to apply those controls. The tools created from this research are intended to aid operators in these
situations. First, operators need a comprehensive database of all guidelines and response actions with an effective
search engine that provides them with the right set of actionable suggestions. Second, and more importantly, they need
a tool that not only provides them with the most effective response strategy but also give them the ability to simulate
and monitor the consequences of various response plans and compare their effects. The importance of this “readiness”
is called out in the recent presidential executive order on strengthening the cybersecurity of federal networks and
critical infrastructure. An essential part is an assessment of electricity disruption incident response capabilities, including
the readiness and the gaps in assets or capabilities to mitigate the consequences of cyber incidents [1].
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The complexity and uncertainties of cybersecurity make rapid decision making a challenge for the operators, especially
when they are under pressure. Some approaches to reducing complexities such as security argument graphs [4] and
simulation engines (e.g., power world simulators [5]) have been developed. However, improving operator incident
response capabilities remains a challenge.

Simulations are widely used to help professionals and operators to improve their performance in a variety of industrial
settings. Research shows that these interactive simulations are much more effective than conventional decision-making
assistants [6]. Similar applications have been developed at MIT Sloan School of Management such as the (IC)3
Cybersecurity Capability Development Tool, Climate Interactive simulator to effect climate change policy-making [7],
People Express Simulation to support decisions in strategic management [8], and ReThink Health and posttraumatic
stress disorder (PTSD) population to inform health policy decisions [9-10]. These platforms allow for operational
responses to complex, unique, and high-risk situations. Furthermore, these tools can be used for training in a crisis.
These simulators can be helpful for observing the short- and long-term consequences of a response or series of
responses and aid in creating additional diagnostic and instructional tools.

Goal: The goals of this project are three-fold. First is to create a database of response strategies and a real-time
simulation tool to assist EDS operators in responding to a cyber crisis—by helping them better understand how actions
they take will impact their situational awareness and control of the grid. Second is to better understand how EDS
operators decide on a response plan in a cyber crisis situation in order to help them perform better. Third, to improve
both the database and simulation tool based on operator experience. To achieve these goals, we will research these
questions:

1. What are the response strategies that the operators need to be aware of during a cyber crisis?

2. How can we transform guidelines into effective, actionable activities for operators?

3. What are the cyber-related consequences of response plans and how simulation be used in real-time to provide

insights?
4. Given the cyber-related consequences of the response, how can we best assist operators in mitigation?

Approach: Our deliverable product in this project has two components: a database of response strategies and a
simulator of response plans. The database includes actions and scenarios extracted from various resources (e.g.,
guidelines, standards, technical reports, etc.). The simulator provides a real-time platform, in an interactive simulation
environment, that helps the operators predict the evolution of cyber incidents and understand the cyber-related
consequences of their response plans.
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