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THE SCADA NETWORKS ARE VULNERABLE

Edge-cloud framework moves the computation away from field devices
• Field Devices collect data only for state estimation
• Edge device performs attack detection and response

– MAC address white-listing
– Intrusion detection on within-substation GOOSE communication
– Multi-level anomaly detection (packet, protocol, and content)
– Secure communication with SCADA cloud and control center

• SCADA cloud server performs compute-intensive, but non-time-critical 
analytics
– Analysis based on cyber-physical models to detect anomalies 

leading to instabilities or inconsistencies
– Share the results and reports with the control center

RESEARCH ROADMAP

INDUSTRY COLLABORATION

• A completely cyber-induced attack on the Ukrainian power grid left 
about 225,000 users without electricity

• Cyber espionage groups are active in SCADA systems and can
disrupt the operations in both power grid and oil & gas EDS

ZEEK-BASED DETECTION ON SCADA EDGE

IMPACT ON STATE OF GRID SECURITY
Impacts on Your System
• Detect cyber attacks and anomalies early at the edge
• Prevent unsafe and unstable conditions using advanced cloud-based 

analytics
Business Benefit
• Reduced outages and complex manual processes
• Increased data security and cyber resilience

Current partners
• Reservoir Labs: enable technology-transfer using Zeek-based         

R-Scope® sensor

• Duke Energy: provide microgrid data (discussions underway)

We need your help

• Contribute Specifications concerning the security requirements of the 
SCADA networks

• Provide Datasets to better understand the systems and evaluate the 
detection techniques

• Contact: [abohara2, bfeddrsn, avaldes, klara] @illinois.edu
• Activity webpage: https://cred-c.org/researchactivity/secure-cloud-

scada-eds

RESEARCH VISION

• SCADA systems lack security protection
– The growing number of heterogeneous programmable devices 

introduces new risks
– Many devices and protocols are not designed with security in mind
– Resource-constrained environments limit the application of security 

standards
• Attacker sophistication is increasing

– Newer campaigns build upon past incidents
– Attackers use standard OS/networking services to move laterally

EXPERIMENTAL SETUP

We are developing a SCADA edge-cloud framework for 
end-to-end security, from the field devices to the control 
center, by timely detection of both physical and digital 
anomalies.

• Example attack: MITM GOOSE poisoning attack
• Detection scheme: at each new event (new state number in the 

GOOSE message), detect the retransmissions of old events

• We simulate three distributed energy resources (DERs), involving 
primary and secondary frequency controls in Simulink

• We adopt Zeek / R-Scope sensor for data extraction and protocol 
analysis

• EDMAND system implements traffic anomaly detection on packet, 
protocol, and content levels

• At the cloud server, we implement the alternating direction method of 
multipliers with Round-Robin technique (ADMM-RR) algorithm
– ADMM-RR can continuously detect malicious DERs

Cyber-physical attack examples
• Packet delay
• Man-in-the-middle (MITM)
• Data injection of erroneous 

commands/measurements
• Attacks that lead to instability 

of the system

We utilize a network security 
monitor (e.g., Zeek / R-Scope) 
to extract essential features and 
detect attacks
• We have implemented an 

analyzer for the GOOSE 
protocol

Presenter
Presentation Notes
Some notes for presentation:The system can address both intentional and unintentional anomalies.We use a private cloud, one which is run within a utility, and hence many challenges of using public cloud are avoided; although it is completely possible to utilize Amazon or Microsoft cloud platforms.We do not perform protection functions in cloud; hence no time-critical operations are off-loaded to cloud.The cloud analytics performs long analysis spanning longer time periods (as compared to that performed on field devices and edge) and involves data from many devices.Edge device architecturally can be at the edge of the substation, such as a gateway, hence will not use substation bandwidth61850 security specifications are available (IEC 62351), but we offer two advantages:First, we fill the gaps left by the 62351 standards being impractical, such as lack of cryptography-based authentication due to strict timing requirementsEdge device offers anomaly detection, hence can detect 0-daysCyber-physical models on cloudProtocols usually have a range check. The observed values might be within the range but can still be wrong. With the physics-based model, values syntactically correct but inconsistent with real time system state can be detected.In pipeline networks, leak protection function performed using SCADA can benefit from our system.RTU is typically connected to a switch on the substation LAN; the edge device reads on a span port on that switch.
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