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Motivation

• Single à multiple 
infrastructure systems

• Capture interdependencies 
between systems
– Threat of cascading failures
– Geographical hazards
– Dependence for recovery

Water
Power
Gas
Gate Station
Substation or Distribution Station
Transshipment Station

• Increasing connectivity of critical infrastructure systems and 
dependencies across national critical functions
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Outline
• Methodology for interdependent infrastructure system 

analysis à Software tool PRIISM

• Example analyses (2)

states. Our approach enabled us to consider the states of specific
components whose performance impacted overall infrastructure
system performance. The resulting model can be used to analyze
diverse scenarios, including component-level events, with levels of
service outcomes measuring the resilience of the network under
different conditions. Previous single network approaches have
not considered interdependencies between the networks modeled
and other networks on which they depend.

Previous studies modeling the security of interdependent infra-
structure systems using BNs differ from the framework proposed
in this paper in that rather than modeling entire infrastructure systems
or the services provided as single nodes, our approachmodeled infra-
structures starting from the constituent components of a system. We
considered from the level of the individual infrastructure components
the topology and connectivity characteristics of infrastructure net-
works. In practice, this is the level at which the complex relationships
between systems, including the interdependencies between them,
arise. For example, the probability of being able to provide a service
at a distribution component is dependent on the number and reliabil-
ities of redundant paths, which are themselves composed of other
components, to that distribution point. For instance, for a water dis-
tribution system, the probability of being able to provide service at a
distribution component is also dependent on the reliability of the
power components supplying electricity for the water treatment
plants and pump stations.

In contrast with previous studies, each node in our BN model
represented an individual component of an infrastructure network.
This enabled us to capture component-to-component relationships
and to incorporate component-level information, such as updates
about component states from monitoring or inspection information,
into system assessments. In addition, decisions for infrastructure
systems occur at the component level—for example, decisions
about which component should have an additional backup or be-
tween which components a redundant path should be built. Our
proposed framework supports these component-level inferences.

The resulting analyses allow infrastructure owners to identify spe-
cific nodes (representing individual components) in the network
considered critical for replacement, repair, or additional buildouts
in order to increase overall system performance.

The methodology proposed used a BN-based approach to
capture probabilistic relationships between components and incor-
porate both prior information about the network and update
assessments when new information is learned about the network
(Johansen and Tien 2017). Prior information was incorporated dur-
ing construction of the BN. Updating information was incorporated
during inference of the BN. For example, if it was learned that a
certain hazard occurred on the system or that a certain component
failed, the new information was propagated to all nodes in the net-
work in order to calculate updated probabilities across all compo-
nent and system states.

The authors advance upon previous work (Johansen and
Tien 2017), which defined three interdependency types—service
provision, geographic, and access for repair—and propose a mod-
eling methodology for these three types. These interdependency
types were one element of the framework proposed in this paper.
However, many other elements were required to build the full
interdependent infrastructure system model in a computationally
tractable manner. The previous methodology was applied to three
components. This paper advances the approach to model an entire
network of interdependent infrastructure systems. The example ap-
plication was composed of hundreds of components. This study
focuses on computational methods and describes the proposed full
approach and accompanying algorithms to automatically model the
interdependent systems.

Methodology

Fig. 1 shows the overall methodology. In order to create the inter-
dependent infrastructure system model, we began with inputs of

Fig. 1. Flowchart of overall methodology.
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Methodology

Multi-step process and 
algorithm

• Individual component 
characteristics

• Define interdependencies 
across system (3)

• Analyses across range of 
threat and outage scenarios

states. Our approach enabled us to consider the states of specific
components whose performance impacted overall infrastructure
system performance. The resulting model can be used to analyze
diverse scenarios, including component-level events, with levels of
service outcomes measuring the resilience of the network under
different conditions. Previous single network approaches have
not considered interdependencies between the networks modeled
and other networks on which they depend.

Previous studies modeling the security of interdependent infra-
structure systems using BNs differ from the framework proposed
in this paper in that rather than modeling entire infrastructure systems
or the services provided as single nodes, our approachmodeled infra-
structures starting from the constituent components of a system. We
considered from the level of the individual infrastructure components
the topology and connectivity characteristics of infrastructure net-
works. In practice, this is the level at which the complex relationships
between systems, including the interdependencies between them,
arise. For example, the probability of being able to provide a service
at a distribution component is dependent on the number and reliabil-
ities of redundant paths, which are themselves composed of other
components, to that distribution point. For instance, for a water dis-
tribution system, the probability of being able to provide service at a
distribution component is also dependent on the reliability of the
power components supplying electricity for the water treatment
plants and pump stations.

In contrast with previous studies, each node in our BN model
represented an individual component of an infrastructure network.
This enabled us to capture component-to-component relationships
and to incorporate component-level information, such as updates
about component states from monitoring or inspection information,
into system assessments. In addition, decisions for infrastructure
systems occur at the component level—for example, decisions
about which component should have an additional backup or be-
tween which components a redundant path should be built. Our
proposed framework supports these component-level inferences.

The resulting analyses allow infrastructure owners to identify spe-
cific nodes (representing individual components) in the network
considered critical for replacement, repair, or additional buildouts
in order to increase overall system performance.

The methodology proposed used a BN-based approach to
capture probabilistic relationships between components and incor-
porate both prior information about the network and update
assessments when new information is learned about the network
(Johansen and Tien 2017). Prior information was incorporated dur-
ing construction of the BN. Updating information was incorporated
during inference of the BN. For example, if it was learned that a
certain hazard occurred on the system or that a certain component
failed, the new information was propagated to all nodes in the net-
work in order to calculate updated probabilities across all compo-
nent and system states.

The authors advance upon previous work (Johansen and
Tien 2017), which defined three interdependency types—service
provision, geographic, and access for repair—and propose a mod-
eling methodology for these three types. These interdependency
types were one element of the framework proposed in this paper.
However, many other elements were required to build the full
interdependent infrastructure system model in a computationally
tractable manner. The previous methodology was applied to three
components. This paper advances the approach to model an entire
network of interdependent infrastructure systems. The example ap-
plication was composed of hundreds of components. This study
focuses on computational methods and describes the proposed full
approach and accompanying algorithms to automatically model the
interdependent systems.

Methodology

Fig. 1 shows the overall methodology. In order to create the inter-
dependent infrastructure system model, we began with inputs of

Fig. 1. Flowchart of overall methodology.
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² Applegate and Tien, “Framework for Probabilistic Vulnerability Analysis of Interdependent Infrastructure Systems,” JCCE, 2019 
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Define infrastructure system interdependencies

• Comprehensive, generalized interdependencies (3)

• Methods for quantitative probabilistic modeling of each interdependency 

type

• One component depends on service outputs of another to function

Service Provision Interdependency

• Two or more components in same geographical area may fail together

Geographic Interdependency

• Infrastructure components must be functional for cyber or physical access 

to failed components

Access for Repair Interdependency

² Johansen and Tien, “Probabilistic Multi-Scale Modeling of Interdependencies between Critical Infrastructure Systems for Resilience,” SRI, 2018
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Service provision interdependency

minimum link set 
formulation

components

infrastructure system

• Functioning of one infrastructure depends on service outputs of 
another

• e.g., fuel supply for power generation, electricity for water pumps
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Geographic interdependency
• Functioning of one infrastructure connected to functioning of 

another due to physical similarity, geographic proximity
• e.g., collocated gas lines and water mains, common hazard 

exposure
common hazard
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Access for repair interdependency

• Ability to repair one 
infrastructure affected by 
access (physical, 
remote/cyber) provided by 
another infrastructure

• Addresses post-disaster 
recovery for resilience

• e.g., communications for 
controls, transportation 
systems for repair

access 
node

dynamic time 
element tracking 
previous state
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Methodology à Software tool

• PRIISM: Probabilistic Resilient Interdependent Infrastructure 
System Modeling

states. Our approach enabled us to consider the states of specific
components whose performance impacted overall infrastructure
system performance. The resulting model can be used to analyze
diverse scenarios, including component-level events, with levels of
service outcomes measuring the resilience of the network under
different conditions. Previous single network approaches have
not considered interdependencies between the networks modeled
and other networks on which they depend.

Previous studies modeling the security of interdependent infra-
structure systems using BNs differ from the framework proposed
in this paper in that rather than modeling entire infrastructure systems
or the services provided as single nodes, our approachmodeled infra-
structures starting from the constituent components of a system. We
considered from the level of the individual infrastructure components
the topology and connectivity characteristics of infrastructure net-
works. In practice, this is the level at which the complex relationships
between systems, including the interdependencies between them,
arise. For example, the probability of being able to provide a service
at a distribution component is dependent on the number and reliabil-
ities of redundant paths, which are themselves composed of other
components, to that distribution point. For instance, for a water dis-
tribution system, the probability of being able to provide service at a
distribution component is also dependent on the reliability of the
power components supplying electricity for the water treatment
plants and pump stations.

In contrast with previous studies, each node in our BN model
represented an individual component of an infrastructure network.
This enabled us to capture component-to-component relationships
and to incorporate component-level information, such as updates
about component states from monitoring or inspection information,
into system assessments. In addition, decisions for infrastructure
systems occur at the component level—for example, decisions
about which component should have an additional backup or be-
tween which components a redundant path should be built. Our
proposed framework supports these component-level inferences.

The resulting analyses allow infrastructure owners to identify spe-
cific nodes (representing individual components) in the network
considered critical for replacement, repair, or additional buildouts
in order to increase overall system performance.

The methodology proposed used a BN-based approach to
capture probabilistic relationships between components and incor-
porate both prior information about the network and update
assessments when new information is learned about the network
(Johansen and Tien 2017). Prior information was incorporated dur-
ing construction of the BN. Updating information was incorporated
during inference of the BN. For example, if it was learned that a
certain hazard occurred on the system or that a certain component
failed, the new information was propagated to all nodes in the net-
work in order to calculate updated probabilities across all compo-
nent and system states.

The authors advance upon previous work (Johansen and
Tien 2017), which defined three interdependency types—service
provision, geographic, and access for repair—and propose a mod-
eling methodology for these three types. These interdependency
types were one element of the framework proposed in this paper.
However, many other elements were required to build the full
interdependent infrastructure system model in a computationally
tractable manner. The previous methodology was applied to three
components. This paper advances the approach to model an entire
network of interdependent infrastructure systems. The example ap-
plication was composed of hundreds of components. This study
focuses on computational methods and describes the proposed full
approach and accompanying algorithms to automatically model the
interdependent systems.

Methodology

Fig. 1 shows the overall methodology. In order to create the inter-
dependent infrastructure system model, we began with inputs of

Fig. 1. Flowchart of overall methodology.
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PRIISM
• Inputs: simple component characteristics

Data Inputs
- Open and 

load file
Graph

Component 
characteristics 
of connected 
infrastructure 
system
- Junctions 

(points in 
network)

- Pipes
- Connectivity
- Coordinate 

locations
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Two example analysis scenarios

1) Pipes analysis, upstream simulation of pipe breaks in a 
hazard, include service provision interdependencies, 
vulnerability assessment to cascading failures

2) Junctions analysis, include service provision 
interdependencies, and hazard nodes and access nodes 
(for geographic and access for repair interdependencies), 
interdependent system risk assessment
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1) Pipes analysis
Analysis Options

Select and ConfigureOpen and load file

Service provision 
interdependencies 
(power supplies)

Simulated 
likelihoods of 
pipe breaks 
in a hazard
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Run analyses Run

Update graphs
Inference 
(initial analysis)
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Analyze failure scenarios

Select node 
from graph, 
input failure 
scenario

Update

Node failure 
scenario 
and update

Vulnerability assessment to cascading failures
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2) Junctions analysis with added interdependencies
Analysis Options

Select and Configure 
Interdependencies

Power and Access 
Components for 
service provision and 
access for repair 
interdependencies

Hazards Selection 
for geographic 
interdependencies
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Interdependency inputs

Likelihoods of 
component 
failure under 
hazard or no 
hazard
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Interdependency inputs
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Run analyses
Run analyses

Update graphs and
Run initial inference analysis



Iris Tien, Ph.D. PRIISM: Probabilistic Resilient Interdependent Infrastructure System Modeling

Run analyses

Node 
selection, 
failure 
scenario, 
update

Non-
supply 
node

Non-
supply 
node

Backward inference for comprehensive risk 
assessment (causes), including interdependencies
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PRIISM
• Simple inputs

– Component characteristics (location, function, vulnerability, connectivity)
• Outputs

– System vulnerability assessments
– Cascading failure impacts
– Including service provision, geographic (hazard areas), and access for repair 

interdependencies
• Component-level information à system-level outcomes for comprehensive critical 

infrastructure risk assessments
• Quantitative probabilistic analysis capabilities accounting for interdependencies across 

systems and functions, uncertainties in component outcomes and threat scenarios
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