Introducing PRIISM:

Probabilistic Resilient Interdependent
Infrastructure System Modeling

Iris Tien, Ph.D.

Williams Family Associate Professor
School of Civil and Environmental Engineering
Georgia Institute of Technology

Critical Infrastructure Resilience Institute (CIRI) Webinar
November 12, 2020



Motivation

 Increasing connectivity of critical infrastructure systems and
dependencies across national critical functions

« Single - multiple
infrastructure systems

« Capture interdependencies
between systems

— Threat of cascading failures
— Geographical hazards
— Dependence for recovery
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Outline

* Methodology for interdependent infrastructure system

analysis - Software tool PRIISM
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Metho

dology

Multi-step process and
algorithm
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* |Individual component
characteristics

« Define interdependencies
across system (3)

Analyses across range of
threat and outage scenarios

< Applegate and Tien, “Framework for Probabilistic Vulnerability Analysis of Interdependent Infrastructure Systems,” JCCE, 2019
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Define infrastructure system interdependencies

« Comprehensive, generalized interdependencies (3)

Service Provision Interdependency

» One component depends on service outputs of another to function

Geographic Interdependency

« Two or more components in same geographical area may fail together

Access for Repair Interdependency

» Infrastructure components must be functional for cyber or physical access
to failed components

« Methods for quantitative probabilistic modeling of each interdependency
type

< Johansen and Tien, “Probabilistic Multi-Scale Modeling of Interdependencies between Critical Infrastructure Systems for Resilience,” SR/, 2018
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Service provision interdependency

* Functioning of one infrastructure depends on service outputs of
another

* e.g., fuel supply for power generation, electricity for water pumps

minimum link set
formulation

<— infrastructure system
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Geographic interdependency

* Functioning of one infrastructure connected to functioning of
another due to physical similarity, geographic proximity

* e.g., collocated gas lines and water mains, common hazard

exposure
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Access for repair interdependency

 Ability to repair one
infrastructure affected by
: Road
access (physical,
remote/cyber) provided by ~

another infrastructure
access

« Addresses post-disaster node
recovery for resilience

e e.g., communications for
controls, transportation
systems for repair

dynamic time
<— element tracking
previous state
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Methodology - Software tool
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* PRIISM: Probabilistic Resilient Interdependent Infrastructure
System Modeling
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Two example analysis scenarios

1) Pipes analysis, upstream simulation of pipe breaks in a
hazard, include service provision interdependencies,
vulnerability assessment to cascading failures

2) Junctions analysis, include service provision
Interdependencies, and hazard nodes and access nodes
(for geographic and access for repair interdependencies),
Interdependent system risk assessment
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Data Inputs

PRIISM - Probabilistic Resilient Interdependent Infrastructure System Modeling Tool
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PRIISM

Simple inputs

— Component characteristics (location, function, vulnerability, connectivity)
Outputs

— System vulnerability assessments

— Cascading failure impacts

— Including service provision, geographic (hazard areas), and access for repair
interdependencies

Component-level information - system-level outcomes for comprehensive critical
infrastructure risk assessments

Quantitative probabilistic analysis capabilities accounting for interdependencies across
systems and functions, uncertainties in component outcomes and threat scenarios
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